
MICROSOFT’S DEPRECATION OF LDAP & HOW IT WILL IMPACT YOUR MITEL/SHORETEL SYSTEM 

Microsoft has announced that it will improve the default security configuration of LDAP for 
Active Directory Domain Controllers by requiring channel binding and LDAP signing (Which 
require Secure LDAP, also known as LDAPS).  

LDAPS uses its own distinct port and establishes SSL/TLS upon connecting with a client. This 
means that when LDAP is disabled some work will need to be done on your Mitel system to 
ensure that AD integration continues to function.   

Mitel has published a patch to account for the change requiring LDAPS and channel 
binding/LDAP signing. 

LDAPS is supported today in Connect, starting with release R19.1SP1 (22.11.4900.0). The patch 
referenced above will be made available for prior releases R19.1 (22.10.7600.0) and R1807SP2 
(21.90.9743.0).  If you have a release prior to R1807SP2, you will need to either disable Active 
Directory for your users, or upgrade to the most current Connect version.   

ShoreTel 14.2 customers need only to update the port used in their LDAP string to continue 
using AD integrated logins. No additional patch is required.  

The good news here is that Microsoft has delayed the update which disables LDAP to a yet-to-
be-determined future date. We know that it will happen eventually, we just don’t know when. 

We have no way of knowing for sure whether or not you are currently utilizing AD on your Mitel 
or ShoreTel phone system and want to be proactive in getting the patch implemented before 
Microsoft disables LDAP, so we are reaching out to our base and starting our list of customers 
who will need this patch.  Please send an email to info@packetfusion.com to let us know if you 
use AD so that we can determine what action will be required to keep AD integration working 
for your system. 

As always, we reserve the right to change any of the above as Mitel or Microsoft release more 
information. 

If you have any questions, please reach out to your sales rep or client services rep 
(clientservices@packetfusion.com) or to me mpingatore@packetfusion.com for a one on one 
discussion.   
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