
 

 

SolarWinds Security Breach Sets off Alarms  

Most of you have heard about the recent SolarWinds Orion supply chain breach, which began 

last spring, and which the U.S. Government has now officially tied to Russia. It targets a huge 

number of private sector and government organizations including Homeland Security, cyber 

security firm FireEye, U.S. cities and Microsoft, just to name a few. 

  

Here’s why it’s doing so much damage. The SolarWinds Orion product monitors the networks of 

systems and reports on security problems, and it was breached through a product update that 

was delivered to as many as 18,000 customers. The victims are not limited to those 18,000 

customers, but also include those organization’s customers and even customer’s customers.  

 

Even worse, the malware will continue to allow active breaches for years to come. The single 

breach into Microsoft alone resulted in tools being stolen that will assist the hackers in 

expanding their attacks.  

 

Security professionals face mounting pressure to adapt their security programs to a rapidly 

evolving threat landscape with an ever expanding attack surface due to current work from 

home initiatives. From fast growing small- and medium-sized businesses to large global 

enterprises, it’s critical that business leaders communicate with each other about strengths, 

gaps, and needs, so everyone can build and sustain an adaptive cybersecurity program. 

  

Packet Fusion Does Not Use SolarWinds Products 

At Packet Fusion, the security of our customer’s infrastructures and solutions is our highest 

priority. Currently, we do not use any SolarWinds products within our environment or to 

monitor our customers environments. 

  

As a trusted advisor, we have expertise in cloud-first “as a Service” solutions, representing over 

200 service providers including 100 cloud providers and more than 30 cyber security providers, 

including Trustwave, one of the absolute leaders in the Managed Security as a Service (MaaS) 

industry. 

 

The access we have to the best cyber security firms along with our intellectual property and 

expertise means we can help make sure your business is secure.  

  




